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Abstract
Non-structured or unstructured data is data that doesn’t conform to an explicit and well-defined formal data
model. This deliverable focuses on textual and network data. We discuss several statistical properties by
which these types of data differ from more structured data. Trend and anomaly detection is the process of
discovering patterns in the data that do not conform to normal or expected behaviour; it has many
applications and draws upon techniques from several related disciplines. We present the state of the art and
directions for future work in several areas relevant to trend and anomaly detection in textual and network
data: text processing of informal documents, online learning, adaptive data summarization, event processing,
social media management, network sampling, and network evolution.
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Executive summary
Trend and anomaly detection is the process of discovering patterns in the data that do not conform to normal
or expected behaviour of the data stream; the main difference between the two is that a trend is not merely an
aberration from normal behaviour but an actual change in what normal behaviour is. Trend and anomaly
detection draw upon techniques from several related disciplines, such as machine learning, data mining, text
mining, statistics and information theory, natural language processing, etc. The approaches to trend and
anomaly detection involve classification, clustering, nearest-neighbour approaches, statistical and
information-theoretic approaches, and spectral methods. Applications of trend and anomaly detection can be
found in numerous areas, such as sensor networks, cyber-intrusion detection, fraud detection, medicine, fault
detection (in networks, manufacturing, etc.), image processing, sensor networks, topic detection (from news
feeds) etc.
Non-structured or unstructured data is data that doesn’t conform to an explicit and well-defined formal data
model with relations, attributes etc. This includes textual data, multimedia data (images, video), and
networks. Nowadays an increasing amount of relevant information is available from non-structured data
sources, leading to an increasing need for data analysis tools and techniques that can deal with non-structured
data. Text processing of informal documents is an area of text mining that focuses on short informal usergenerated documents such as tweets, product reviews, blog and forum posts and comments, or profiles on
social networking sites. It addresses problems such as sentiment detection, summarization, classification,
tagging, retrieval and recommendation, discourse analysis, and domain adaptation.
Online learning is a sequential prediction protocol in which the learner always has access to a source of
supervised information. The predictive model is thus trained incrementally, and may easily adapt to changes
in the data source. When applied to evolving data streams, online algorithms typically assess the confidence
of their own predictions in order to trade off the amount of supervised information accessed with the average
accuracy of their predictions.
Adaptive data summarization is the task of summarizing an evolving stream of data. Coresets are a concept
initially from computational geometry, where the coreset of a set of points is a smaller but representative
subset of the entire set, and is used in further processing instead of the original set to obtain results that are
adequate approximations of the results that would have been obtained on the full set. Coresets lead naturally
to streaming algorithms and have recently been generalized to other problem domains such as document
summarization.
Complex event processing (CEP) is the analysis of events from different event sources in near real-time in
order to generate immediate insight and enable immediate response to changing business conditions. It has
applications in areas such as transportation, logistics, telecommunications and customer risk management.
Events are classified into simple or atomic events and complex events. A simple event is atomic and does not
contain further events. A complex event on the other hand is composed of other simple or complex events.
Social media management is an area of growing importance for organizations that are increasingly expected
to use social media to communicate with their key stakeholders. In order to be able to use social media,
organizations need to build up dedicated skills and resources, which are currently lacking in many
organizations.
Network sampling is essential for efficient processing and analysis of large networks. We are often forced to
pursue approximate results based on processing only one or more subsets of the graph, either because the full
graph is untractably large, or because only local views of the graph are available. The aim of network
sampling is to retain the structural properties of the full graph while also preserving a similar distribution of
node and edge attributes to that of the full graph.
The study of network evolution is important as a lot of real-world networks change and evolve over time, as
nodes and edges are being added or removed, or their attributes change. Several patterns that typically occur
in such evolving networks have been identified, such as densification (as the network grows, the average
degree of its vertices increases) and diameter shrinkage (the diameter, i.e. maximum length of a shortest path
between two vertices, often tends to decrease slowly, due to the increasingly good connectivity of the graph).
The study of network evolution can help us detect trends and anomalies in the network.
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Introduction

Non-structured or unstructured data [1] is data that doesn’t conform to an explicit and well-defined formal
data model with relations, attributes etc. This includes textual data, multimedia data (images, video), and
networks. Nowadays an increasing amount of relevant information is available from non-structured data
sources, leading to an increasing need for data analysis tools and techniques that can deal with non-structured
data.
In practice, the term non-structured data is somewhat misleading, as data is rarely completely devoid of
structure. However, it might happen that the structure is only implied in the data, i.e. it can be discovered by
analysis but is not encoded explicitly at the information source; or that structure is available but is
insufficient or irrelevant to the user’s needs, thereby making the data effectively unstructured or semistructured for their purpose.
Trend and anomaly detection is the process of discovering patterns in the data that do not conform to normal
or expected behaviour [2][3]. Another closely related problem is that of noise detection. The difference
between these three is that in the case of noise detection, the anomalous data is not considered interesting but
is only to be removed, whereas anomalies and trends are of interest to the user; finally, trends are those
anomalies that signify an actual change in what is perceived as normal behaviour of the data and will come
to be incorporated into an updated model of normal behaviour.
Trend and anomaly detection draw upon techniques from several related disciplines, such as machine
learning, data mining, text mining, statistics and information theory, natural language processing, etc.
Applications of trend and anomaly detection can be found in numerous areas, such as sensor networks,
cyber-intrusion detection, fraud detection, medicine, fault detection (in networks, manufacturing, etc.), image
processing, sensor networks, topic detection (from news feeds) etc.
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Data Modalities

Textual data usually involves a corpus of natural-language text documents, where individual documents are
generally not very long but the number of documents can be very large. Each document may include some
“traditional” attribute-based data, but its main part is unstructured natural-language text. Two notable ways
in which textual data differs from traditional structured data are sparsity and power-law distributions.
This deliverable deals with unstructured data, particularly textual and network data. Other data modalities,
like sensor data (especially environmental sensor data) are covered in D1.3[4].These types of data differ in
several respects from structured data that has traditionally been the subject of data mining work; these
differences render some of the established method less suitable for handling text and network data.
In a traditional structured dataset, there is usually a low or moderate number of attributes and each instance
contains values of all these attributes; by contrast, textual data consists of words, where the number of
possible different words is very large (and new ones appear continuously as the dataset grows) but each
individual document contains only a relatively small subset of these words (i.e. the data is sparse).
Furthermore the frequency of words varies greatly, there being a small number of high-frequency words
(which occur in many or even all documents) and a large number of increasingly rarer words, many of which
however are still important and must not be ignored when processing the data. The distribution of word
frequencies generally has the form of a power-law distribution. The same observations hold if we take, as the
basic building blocks of the texts, not words but sequences of adjacent words (known as n-grams), phrases,
or even sequences of adjacent characters.
Another important aspect that makes textual data more challenging is that texts exist on a wide range of
registers and styles, from formal and regular (e.g. news articles) to highly informal and irregular (e.g. tweets,
comments on blogs and social networks, etc.), sometimes even within the same dataset. This poses an
additional challenge to natural language processing techniques, which often have difficulty dealing with
informal and irregular text.
Network data generally consists of a graph with various attendant and supporting data. The graph consists of
a set of nodes or vertices, with a set of links or edges connecting them. Each vertex represents some entity in
the domain of interest, and the edges indicate relationships between them. Often some additional data may be
attached to a vertex or an edge, either as traditional structured (attribute-based) data, or often also in the form
of unstructured text. For example, vertices may represent web pages, with edges representing hyperlinks
between those pages. In this case a vertex might include attributes such as the URL of the web page and its
full textual contents; an edge might include attributes such as the context within which the link occurred.
Sometimes a network is the outcome of an analysis of some source data where it wasn’t explicitly present to
begin with; for example, one might form a graph by extracting named entities from a corpus of documents
and introduce edges on the basis of co-occurrences, to link entities that are often mentioned close together in
the source documents.
Many networks arising from real-world phenomena (such as communications, traffic, web, social networks,
product reviews, citation networks) have particular statistical characteristics which need to be taken into
account by methods that aim to analyze network data. For example, vertex degrees (i.e. the number of edges
incident on a vertex) often follow a power-law distribution: there would be a small number of vertices with a
very high number of links, and a large number of vertices with an increasingly small number of links. This
phenomenon often holds across a wide range of scales and is sometimes referred to as self-similarity.
Network and textual data naturally occur together in many real-world problem domains, for example in
social networking and blogging, where actions such as commenting or replying generate at the same time a
short textual document and a link (relationship) between the participants.
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Defining trend and anomaly detection

Chandola et al. [2] define anomalies as patterns in data that do not conform to a well defined notion of
normal behaviour. Anomaly detection differs from simple noise detection/removal chiefly by the fact that the
the user is actually interested in knowing about the anomaly and understanding it, whereas in the case of
noise the goal is simply to remove it as being of no interest to the user. By contrast, trend detection or
novelty detection [3][6][7] aims to discover patterns that, while they might have started as anomalous
departures from normal behaviour, will become incorporated into a revised understanding of what normal
behaviour is.
Anomaly and trend detection are used in numerous application domains, such as sensor networks, cyberintrusion detection, fraud detection, medicine, fault detection (in networks, manufacturing, etc.), image
processing, sensor networks, topic detection (from news feeds) etc. They draw upon techniques from several
related fields, such as machine learning, data mining, statistics, and information theory:


Classification based: these methods assume that a training set is available in which the instances
have already been labelled as normal or anomalous. A predictive classifier is then trained which can
distinguish between normal and anomalous classes. Various machine learning techniques can be
used for this, such as neural networks, Bayesian classifiers, support vector machines, classification
rules, etc.



Clustering based: based on the assumption that if we cluster the data, normal data instances will end
up together in large and dense clusters, while anomalies will belong to small clusters and/or sparse
clusters (where the difference from the instance to its cluster centroid is large).



Nearest neighbour approaches: based on the assumption that normal data instances occur in dense
neighbourhoods, while anomalies occur far from their closest neighbours. Thus, either the distance
to the k-th nearest neighbour, or the overall density of an instance’s neighbourhood, can be used as
indicators of anomalousness.



Statistical approaches: based on the assumption that the instances are sampled from a probability
distribution, whose parameters we can estimate from the available training data. These approaches
assume that normal instances will lie in areas of high probability density, so if an instance lies in an
area of low probability density, it is likely to be anomalous.



Information-theoretic approaches: based on the assumption that anomalies in the data induce
irregularities in the information content of the data set (i.e. the number of bits needed to represent the
data). For example, if removing a few instances leads to a substantial decrease in the information
content of the set (e.g. as measured by its Kolmogorov complexity), those instances can be
considered as having been anomalous.



Spectral methods: based on the assumption that we can project the data into a suitable lowerdimensional subspace in which normal instances and anomalous instances appear substantially
different. For example, we might project our data into the subspace defined by the first few principal
components, i.e. those directions that explain most of the variance in the data; then instances with
large absolute values of their projections can be considered anomalous.

Sometimes a data instance might be recognized as anomalous by itself (known as a point anomaly), but often
an anomaly can only be recognized when it manifests in a number of data instances (behavioural anomaly)
or when it appears in the context of normally-behaving data (conditional or contextual anomaly; for
example, a high temperature reading might be normal in summer but anomalous during winter).
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Progress beyond the state of the art

4.1

Text processing of informal documents

4.1.1

Current state of the art

Informal user-generated documents (often very short ones), such as tweets, product reviews, blog and forum
posts and comments, as well as user profiles on social networking sites, are an important part of Web 2.0 and
have been the subject of very active research in recent years. A number of problems are now being addressed
specifically in the context of informal texts:


Sentiment detection. [31] mined online product reviews to detect the users' sentiments about
various aspects of the product; [11] studied tweets to detect users’ sentiments about certain topics,
using a predefined keyword list; [14] took a more fine-grained approach in the area of blog posts,
trying to identify passages within a post that are relevant to a given query and also express a
sentiment about it. On a semi-related note, [21] present an approach involving a number of NL
technologies to discover blog posts that express a user's experience (knowledge referring to an
"activity or event that [the user] has actually undergone").



Summarization. [30] presents an interesting approach to summarize the users' opinion of an
individual song, given their reviews of entire albums. [27] discusses summarization of all tweets
relevant to a given query topic. [19] uses language modelling to identify the main headlines of the
day, given that day's blog posts. [20] summarizes YouTube comments with a tag cloud, separating
positive from negative sentiments. [34] generates/selects a few tags to describe a user's interests
given his/her tweet stream.



Classification. [17] classified MySpace profiles into genuine users and spam profiles. [25] used
latent Dirichlet allocation to cluster a user's tweet stream into several topics. [26] classified tweets
across users into predefined classes such as news, events and opinions. [18] studied the internal
structure of e-mail messages and tried to identify messages that contain a request for action.



Tagging. [15] trained taggers for semantic classes such as "human", "animal", "disease", with
application to posts on a veterinary forum. [29] identified sarcastic sentences in product reviews
based on a nearest-neighbour classifier and the presence of certain word patterns. [28] presents a
very lightly supervised approach for named entity extraction from advertisement slogans.



Retrieval and recommendation. [12] trained a language model for each hash-tag on twitter and
used these models to retrieve thematically relevant tweets that had not been tagged by the users. [22]
improved the choice of snippets presented to the user by a blog post search engine by using the
comments under blog posts. [32] showed how to improve a news recommender system by taking
into account the text of users' comments under each news article.



Discourse analysis. [24] modelled the flow of conversation on tweeter using a Markov chain based
approach. [33] used latent semantic analysis to study initiation-response pairs (e.g. question-answer,
assessment-agreement, blame-denial) in a corpus of political newsgroup posts. [23] discusses new
topic detection from tweets, with a new locally sensitive hashing approach for greater scalability.

Besides works such as those mentioned above, which try to address a specific problem on a specific informal
text corpus, there has also been some research that tried to take a broader look at the characteristics of
informal text corpora and the ways in which they differ from traditional corpora. [16] studied statistical
properties of informal texts; [9] discusses the influence of spelling errors (typical of informal texts) on
machine translation; [13] investigated parser performance on informal texts and demonstrated that it's better
if the parser itself is trained on corpus exhibiting similar characteristics.
Finally, adapting natural language models to informal texts can be as a special form of domain adaptation,
where the lexical and syntactic patterns suffer a variation with respect to an original source. There has been
recent work in inducing representations that are invariant with respect to the domains being used [10][8].
Taggers and parsers are learned on the induced representation using supervision from only one of the
domains, while the induced representation is learned using some unsupervised signal (such as topic or lexical
similarity).
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Progressing beyond the state of the art

Some of the interesting directions for further research in this area include:


extracting information from informal documents (such as blogs and social media networks);



discovering new terms (and their meaning) used in informal sources using statistical methods;



to find regularities between formal and informal sources which can be captured by language models
for spelling correction, and probabilistic dictionaries mapping formal to informal words and phrases;



domain adaptation methods based in semi-supervised learning. Following [8], one approach is to
learn a representation of lexical items and syntactic patterns which is shared by the formal and
informal texts, then obtain document similarities by distance functions looking at lexical and shallow
annotations. These similarities would be used as weak signal to supervise the induction of a shared
representation, robust to the noise of informal genres.

4.2

Online learning

4.2.1

Current state of the art

Online learning is a sequential prediction protocol in which the learner always has access to a source of
supervised information. The predictive model is thus trained incrementally, and may easily adapt to changes
in the data source. When applied to evolving data streams, online algorithms typically trade off the amount
of supervised information accessed with the average accuracy of their predictions. This trade-off is achieved
adaptively through a notion of predictive confidence. Namely, the algorithm has a way of computing a
confidence level on its own predictions; whenever this level drops below a certain threshold, the algorithm
asks for more supervised information. The incremental nature of this form of learning implies that online
algorithms learn through local changes, which involve the solution of a local optimization problem. Hence,
online algorithms are significantly more efficient than statistical learning algorithms, which are based instead
on the solution of global optimization problems. The ability of incrementally reacting to changes in the data
source brings another advantage besides that of computational efficiency. Namely, online algorithms enjoy
good theoretical performance guarantees under much weaker conditions than statistical learning algorithms.
For example, in a sequential classification problem the number of mistakes can be bounded irrespective of
the nature of the source generating the data.
In this respect, online learning lends itself very well to applications involving analysis of massive data
streams: data are operated on locally and efficiently, nonstationary data sources are naturally supported,
supervised information is accessed in a controlled way, and memory requirements can be taken into account
by intervening on the local optimization model. However, despite these strong points, online learning still
has several limitations that prevent its application to a large variety of problems.
First of all, essentially all online learning techniques are based on combining attributes linearly. This is
adequate in many applications such as image or document analysis, but it is at odds with domains where
attributes are of different nature (e.g., numerical vs. categorical). Indeed, heterogeneous attributes cannot be
directly compared one against each other as in a linear combination, and one should resort to different
methods such as decision trees which treat each attribute independently. This way of treating attributes
independently also guarantees the interpretability of the resulting classification model, which is not the case
when using linear models.
Another problem arises when the inference task is defined in terms of correlations between data items in the
stream, or events. This is the case in complex event detection tasks, when the decision must be made by
taking into account a possibly large number of interdependent events. This scenario can be made more
difficult when there are simultaneously multiple streams (e.g., social networks generate streams of tweets
and streams of link updates) and multiple event detection tasks defined across these streams (e.g., detecting
new trends and communities).
A third problem is more technological and stems from the fact that data intensive tasks are generally
supported by a multi-core architecture. As a consequence, the algorithms must be amenable of an efficient
distributed implementation without jeopardizing their predictive performance.
Page 10 of (29)
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Progressing beyond the state of the art

The state of the art in online learning and massive stream analysis can be extended in different directions. In
particular, the three main problems identified in the previous section should be addressed.


The problem of dealing with heterogeneous attributes can be attacked by representing the training of
a decision tree as a form of gradient descent in a suitable linear space. Once this is done, we would
be able to apply the large body of available online learning technology to the analysis of decision
tree learning, and possibly relate to popular decision tree learning heuristics in stream analysis, such
as the VFDT algorithm [35].



The traditional algorithmic setting of online algorithms can then be extended to cover more general
inference tasks. More specifically, one could consider multiple correlated classification tasks with
hierarchically organized classes. Partial results in this directions are contained in [36][37]. More
importantly, online algorithms could be extended to deal with structured prediction tasks that involve
detection and classification of complex events, possibly involving multiple streams with temporal
and geolocational information. The kind of complex events we plan to deal with are essentially
dynamic probabilistic models abstracting certain nonstationary properties of the stream (e.g.
emergence and disappearance of a certain trend).



Finally, algorithms and interaction modalities could be designed in order to accomodate distributed
implementations on large multi-core architectures. This would necessarily require a modification of
the analysis, as in a distributed environment training signals will diffuse through the communication
network gradually, and learning agents at each node will access their supervised information with a
certain latency.

4.3

Adaptive data summarization

4.3.1

Current state of the art

Our approach towards summarizing massive data sets is based on the notion of coresets. This notion was
originally developed in computational geometry. Approximation algorithms in this area often make use of
random sampling, feature extraction, and ε-samples [44]. Coresets can be viewed as a general concept that
includes all of the above, and more. A comprehensive survey on this topic appears in [40]. Coresets have
been the subject of a number of recent papers and several surveys [38][39]. They have been used to great
effect for a variety of geometric and graph problems, including k-median [41], k-mean [42], k-center [45], kline median [43], subspace approximation [46], etc. Coresets also imply streaming algorithms for many of
these problems [38][41][42][47]. A framework that generalizes and improves several of these results has
recently appeared in [40].
The classical notion of submodular set functions has proved to be a very useful abstraction for a number of
problems related to optimized information gathering (such as sensor placement, active learning and
autonomous exploration) [66] and document summarization [49], leading to principled algorithms with stateof-the art empirical performance. A major challenge in the past was how to incorporate feedback into the
selection process. Recently this has been addressed by adaptive submodularity, a generalization of
submodular set functions to adaptive policies [48].
4.3.2


Progressing beyond the state of the art
A very interesting direction of progressing beyond the state of the art is to use the concept described
above as the basis of an approach towards optimizing adaptive interaction. The main extension here
would be to lift the concept of coresets from geometric problems to tasks involving statistical and
probabilistic inference. Extensions include generalization of smart sampling in order to build
coresets for distributions other than Gaussians as well as being able to handle correlated data streams
rather than ones which are sampled in an independent and identically distributed fashion.
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Another direction is to extend the ideas in adaptive submodularity to be able to deal with a wide
class of feedback to enable us to not only adapt the cost function but also combine it with the
subsampling ideas to obtain large gains in efficiency.

4.4

Event processing

4.4.1

Current state of the art

Event Representation
Complex Event Processing (CEP) is the analysis of events from different event sources in near real-time in
order to generate immediate insight and enable immediate response to changing business conditions [50]. For
example Transportation and Logistics, Financial Front Office, Telecommunication or Customer Risk
Management are successful application areas of CEP. Events are classified into simple or atomic events and
complex events. According to [51] an event indicates a significant change in the state of the universe. Sensor
data, network signals, credit card transaction or application processing information are examples for simple
events. A simple event is atomic and does not contain further events. A complex event on the other hand is
composed of other simple or complex events. For example credit card fraud is a complex event since it can
only occur if many other events (simple or complex) have occurred before. In [52] events are classified into
two classes:


External events which are pushed to the CEP engine by external sources in runtime.



Internal events which are inferred events generated within the CEP engine.

Every event is represented by an event instance containing all relevant information about the event. This
information includes the occurrence time of the event, data that is relevant to applications that react to the
event, and additional data that is needed in order to decide if a situation (complex event) has occurred.
Event data models
A data modelling approach was taken by [53] applying it to events using classification, aggregation,
generalization and association abstractions in the event world.


Classification: Events with similar characteristics are put in one event class. An event is a member
of a single class



Aggregation: An event is a set of attributes each of them with a value specific to this event. The
attributes are defined at the class level, where the instances of these attributes are considered as a
part of the event values. Attributes may have different types such as: numeric, string and references
to objects and events.



Generalization: A generalization is a subset hierarchy relationship among two event classes. It
means that each of the elements in the set E1,…,En is a generalization of E.



Association: An association is a relationship between two classes and a conditional expression

These abstractions can be placed into the following knowledge representation schema: an event has a set of
attributes that are aggregated for each event instance including a temporal dimension (occurrence and event
detection time) and a set of generalized events and a set of associated events.
[54] describes the importance of event representation and semantic enrichment for managing and reviewing
emergency incident logs created by Emergency Response (ER) personnel to document the emergencies.
Managing and reviewing these logs is a critical task for understanding and improving the implemented ER
actions. Extensive manual effort is necessary to identify critical information, such as person names and
locations, in order to align and merge the incoming log entries to make them suitable for review. To
represent these entries, they employ the Event-Model-F [55] to model the participation in the events and
attach further metadata and documentary evidence to support the event. The Event-Model-F allows the
captures and represents the human experience through events. The model is based on the ontology
DOLCE+DnS Ultralite (DUL) and provides support to represent time and space, objects and persons, as well
as causal, and correlative relationships between events. The main application area of Event-Model-F is
important in domains like emergency response, sports, news, and law.
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[56] introduce the notion of time-annotated RDF (TA-RDF) as an extension of the RDF model which
provides basic functionality for the representation and querying of time-related data. The time domain is a
discrete, totally ordered infinite set intended to represent discrete time. The inspiration for time-annotating
resources instead of triples is the fact that RDF is often employed for metadata annotations of data stored
outside of RDF, so it useful to have a mechanism to refer to them according to their position in time.
Event Representation in Existing CEP Systems
There are other approaches for event representation. Distributed publish/subscribe architectures like
presented in [57] and [58] represent an event as a set of typed attributes. AMIT ([53],[52]) is an event stream
engine targeting the high-performance situation detection mechanism. It can model business situations based
on event, situations, lifespan and keys. This approach is close to ours in the sense that they describe the
importance of generalization and specialization of events.
The Aurora/Borealis system [59] has the goal to support various real-time monitoring applications. Data
items are composed of attribute values called tuples. All tuples on the same stream have the same set of
attributes. The system provides a toolset including a graphical query editor that simplifies the composition of
streaming queries using a boxes and arrows interfaces.
The Cayuga system [60] can detect patterns in the event stream. An event is a tuple attribute value pair
according to a schema. The goal of Stream project [61] is to be able to consider both structured data stream
and stored data together. The Esper [62] CEP engine supports events in XML, Java-objects and simple
attribute value pairs. There are also many CEP vendors like Tibco, Coral8/Aleri, StreamBase or Progress
Apama providing tool suites including a development environment and a CEP engine. Most of the described
systems use different SQL-like or XML based complex event pattern definitions and do not provide a
semantic model for events and event patterns either.
Complex Event Processing
Complex event detection in Ode [63] is implemented using automata. Input for the automata is a stream of
simple events. Ode transforms complex event expressions into deterministic finite automata. For subexpressions which are complex events themselves, the process is done recursively. Atomic simple events are
ultimately represented as automata of three states; a start state, an accepting state, entered upon detection of
the simple event occurrence, and a non-accepting state, entered upon detection of any other simple event.
Apart from providing the implementation, automata are a convenient model to define semantics of complex
event operators. A downside of automata is that an automaton cannot accept overlapping occurrences of the
same complex event.
Complex event detection in SAMOS [64] is implemented using Petri nets. Each primitive event type is
represented by a Petri net place. Primitive event occurrences are entered as individual tokens into the
network. Complex event expressions are transformed into places and transitions. Where constituent events
are part of several expressions, duplicating transitions are used to connect the simple event with the networks
requiring it. This results in a combined Petri net for the set of all event expressions. Petri nets, like automata
provide a model of the semantics of event operators. Also the detection of overlapping occurrences is
possible.
4.4.2

Progressing beyond the state of the art

We see two main areas of interest: using background knowledge to reason about event streams coming from
a service instance and using statistical knowledge to approximate the matching/detection of the pattern of
interest in event streams.
One avenue of future work is to investigate a combined probabilistic- and logic-based event processing
framework. Our proposal is motivated by a few reasons. Use of formal specification of events and eventdriven changes enable formal methods, particularly reasoning and verification, to achieve ultimate control of
event-driven monitoring. In the proposed combined probabilistic and logic-based framework, complex
events are detected through an inference procedure. Further, they are put in an appropriate context (current
state) of the patient status. Reasoning about detected complex events with respect to current context enables
discovery of suitable changes (demanded by a given situation of the system). Detection of complex events,
reasoning about context, and a formal verification of proposed adaptations are all possible for realization in a
logic-based Complex event Processing.
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This sort of combined framework could be based on an existing CEP engine, such as the logic-based CEP
engine ETALIS [65], which could be extended towards a probabilistic setting. ETALIS is a dedicated CEP
system where complex event patterns are defined as logic rules. ETALIS Language for Events defines a set
of operators and enables the specification of complex events from other atomic or complex events. ETALIS
is built on novel algorithms for efficient event-driven computation. Since it is a logic-programming system,
ETALIS features reasoning capabilities over background (domain) knowledge which could in the future get
extended towards soft (possibly induced by machine learning) knowledge. Hence it can be a good starting
point for developing a CEP system for above mentioned probabilistic pattern detection methods.

4.5

Social media management

4.5.1

Current state of the art

Social media management methodology
Recent technology trends and especially the emergence of social media have changed the face of online
marketing over the last few years. The importance of social media to communicate with an organization’s
key stakeholders increases. In order to be able to use social media, organizations need to build up dedicated
skills and resources. Currently, many organizations are lacking the dedicated skills and resources as shown
for example by Fink et al. [67]. Companies start to be present in multiple platforms and are slowly learning
what the benefits and risks of their online presence can be. The trend moves clearly towards the usage of new
media possibilities, in some branches customers start expecting a company to be represented in various
online media. This demand for an online presence brought a manifold of free as well as commercial social
media suites on the market. Tools like HootSuite, SproutSocial, Sendible, Ping.FM (see Table 1) and many
others aim to help their users shaping their social online presence by providing the capabilities to manage a
selected set of social media channel via one access point. Still, a standard functionality with a consistent
level of qualitative results has yet to be built [68].
Table 1 Social media management tools
Tool
HootSuite1

Channels
a, b, c, d, g, h, i, mixi,
(Google+)

Publishing
Multi channel publishing,
truncation of long text,
not supported features
are left out
Step-by-step guided
publishing

Feedback and Statistics
Channel based feedback
and customizable
statistics

HubSpot2

a, b, c, d, e, f

SproutSocial3

a, b, c, d, Foursquare,
Gowalla

Posting limited to 140
characters, a picture and
shortened URLs.

Seesmic4

a, b, c, d, i, l , + 18 more

Sendible5

a, b, c, h, i, j, k, l, m, + 11
more

Multi channel publishing,
common denominator is
posted
Multi channel publishing,
no content adaptation

Channel based feedback
and customizable
statistics, Google
Analytics
Channel based feedback,
simple statistics

Moderation Market6

a, b, c, d

Multi channel publishing,
no content adaptation

Key-word based channel
statistics and monitoring

Google Analytics for
Sendible blog, monitoring
for mentions, simple
statistics
Channel based feedback
and statistics

1

http://hootsuite.com/
http://www.hubspot.com/
3
http://sproutsocial.com/
4
https://seesmic.com/
5
http://sendible.com/
6
http://moderationmarketplace.com/
2
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Ping.FM7

a, b, c, g, h, j, l, m, + 24
more

Media Funnel8Error!
Reference source not
found.

a, b, f, + 3 more

Multi channel publishing,
truncation of too long
texts
Single channel publishing,
Restrictions of original
channel

Not available
Channel based feedback
and statistics, brand- and
mention monitoring

a) Facebook, http://facebook.com; b) Twitter, http://twitter.com; c) LinkedIn, http://linkedin.com; d) Support for RSS
feeds; e) Support for Email; f) YouTube, http://youtube.com; g) WordPress, http://wordpress.com; h) MySpace,
http://myspace.com; i) ping.fm, http://ping.fm; j) flickr, http://flickr.com; k) SlideShare, http://SlideShare.com; l) Google
Buzz, http://www.google.com/buzz (about to be shut down); m) FriendFeed, http://friendfeed.com/

Influence and dynamics in social media
Analyzing social media (articles, blog posts, tweets, etc.) has been a very popular yet challenging topic,
especially when modeling the inherent dynamics, spreading of information and influence.
Social and mainstream media. There have been several approaches [70][71] which attempt to find a unifying
global model of temporal variation, capturing patterns of response dynamics. Yang and Leskovec [72] study
temporal patterns associated with online content from tweets, blog posts and news media articles from a
different perspective. They translate this to a time series clustering problem. In order to scale to large
datasets, they consider an adaptive wavelet-based incremental approach to clustering.
Social networks. Among the fundamental processes that occur in networks are diffusion and spreading of
ideas, innovation, information, influence. Information and influence propagation in social networks has been
studied in various fields such as sociology, communication, marketing, political science and physics. A
number of studies [73][74] identified highly connected individuals as key information propagators. Jansen et
al. [75] analyzed Twitter from the point of view of word-of-mouth advertising, considering a number of
brands and products and examine the structure of the postings and the change in sentiments. Romero et al.
[76] analyze the propagation of web links on Twitter over time, in order to capture the influence and the
attention users receive. The model for influence is based on the concept of passivity in a social network and
it utilizes both the structural properties of the network as well as the diffusion behavior among users;
influence is quantified using an efficient algorithm similar to the HITS algorithm [77]. There are two
fundamental challenges when studying network diffusion: tracking cascading processes by identifying the
contagion in a network and further tracing the contagion. Gomez-Rodriguez et al. [78] develop a method
based on a generative probabilistic model for tracing paths of information diffusion and influence through
networks as well as inferring the networks over which contagions propagate. Their method is applied in the
case of information cascades in blogs and news articles. In the case of news, the diffusion network tends to
have a core-periphery structure — a small set of core media sites diffuse information to the rest of the Web;
there are stable circles of influence with more general news media sites acting as connectors between them.
Yang and Leskovec [79] propose a Linear Influence Model and focus on representing the global influence of
a node in relation to the rate of diffusion through the (implicit) network, allowing capturing temporal
dynamics of information diffusion. Their analysis shows that patterns of influence of individual participants
differ significantly, depending on the topic of the information and the type of the node.
Blogs. Some approaches to analyzing blogs [80] have been to simultaneously model the topology and
temporal dynamics of the blogosphere using a generative model for each individual blog. Agrawal et al. [81]
investigated how to identify influential bloggers in the blogosphere, and discovered that the most influential
bloggers were not necessarily the most active.
4.5.2

Progressing beyond the state of the art

When applying the appropriate social media activities, an organization needs to leverage the resources and
create the desired value as Valos et al. [69] mention. Therefore, a significant direction for future work is to
develop a social media management methodology that would support the selection and optimization of social
media activities based on an organization’s business objectives and context. In order to achieve this, a model
of business objectives that organizations may want to achieve by applying social media and a social media
7
8

http://ping.fm/
http://sti.mediafunnel.com/
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taxonomy which categorizes available social media activities, supports their specification and allows their
optimization, would need to be developed.
The aforementioned approaches analyze social media from the point of view of an observer. A novel
approach would be to combine control theory and social media analysis techniques in order to study a much
more complex system. In this dynamic system the social media analysis results are used to influence the
social media stream by publishing new information, the effects are further processed and provided as
feedback to the system.
Emergence of preferred scales in nature
An assumption is that scale selection reflects the amplitude of coupling between parts of the system, i.e. how
efficiently information is transferred between these parts. The way the information content of a quantity
decays after coarse graining determines the scope of this quantity and reveals the significant scales.
Similarly, identifying the parts of a system for which the information flow is weakly coupled reveals a
possible decomposition into sub-systems. In other words, the damping of information across the scales and
the amplitude of information flow across a system determines the splitting of a multiscale problem into many
single-scale sub-problems. To clarify and quantify these ideas, numerical simulations of large scale
microdynamical models can be considered, such as multi-agent or cellular automata models on graph. Then
the goal would be to show how such models could be reformulated as a set of coupled single-scale models,
with each sub-model acting at possibly different scales and with possibly a different dynamics. The space of
possible partitioning (i.e. possible scale splitting) could be explored systematically and for each of them we
can analyse its adequacy to represent the original system, in correlation with the way information connects
these parts. Also, the concept of dissipation length and dissipation time of information will be considered as
emerging scales that could hint at preferred scales of a system.
Criticality, Emergence, Tipping points
We plan to study critical effects in systems consisting of weakly-coupled subsystems (hierarchical multilevel
structures). Criticality would be meant either as phase transitions or extreme phenomena while adaptation
could take into account biologically-based population dynamics. Various types of topologies and mutual
interactions would be considered, as in our earlier work on Ising systems. [83][84] Conclusions from such
theoretical investigations would be applied for understanding of crisis propagation in economical networks.
In this sense we will use the information from biological stability for economical systems.
Our hypothesis is that a combination of dissipation time and dissipation length of information, named
information locality, must exceed some critical dissipation threshold before a critical transition can happen.
This threshold may turn out to be a universal constant, and the corresponding information locality a universal
property of any dynamical system. In other words, the information locality is a function of system
parameters and may reach the critical dissipation threshold as parameters change, such as the temperature in
a lattice of Ising spins or the concentration of nutrition in plankton populations [85].
More precisely, we feel that the product of the dissipation length and dissipation time of information has a
threshold value above which elements can change state in a synchronized way; and below which elements
behave either too randomly or too independently. These are all relevant questions in critical
systems/transitions structures, which would give more insight in the ‘tipping points’ phenomena we have
mentioned in the beginning. The general theoretical framework of information processing should/will be
flexible enough to describe such changes in scales and will allow us to analyse critical transitions regarding
information exchange leading to, and resulting from it.
Resilience to noise
How resilient is a complex system to randomness or noise, or to random failure? We could define it as the
rate of decrease of how long a system remembers its own state, as function of increasing noise or failure.
What are the necessary conditions for critical transitions? Information-theoretical measures such as the
information dissipation length/time will allow us to analyse the system’s resilience to noise. The information
dissipation time and information locality depend on the fraction of noise, or failure, as it grows to 100%.
Each system will have its own characteristic rate of decaying capability of information processing as
function of noise or failure. The higher this value is, the more resilient the system. The two envisioned
measures information persistence and information redundancy might be universal properties of complex
system.
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Extension of information processing to multiscale systems, inter-scale information processing
Very related to the investigation of preferred scales in nature, we will extend the formalism to information
processing across different spatio-temporal scales. We will investigate what it means when we split the
whole range of scales into sub-ranges representing single-scale entities and their dynamics, leaving out
intermediate parts. Likewise, we will study whether the complexity of such intermediate ranges moved to an
inter-scale information processing. And what error we make by a multi-scale decomposition and how that
error relates to the information processing within, and between, the sub-ranges. Can we find conservation
laws or other relations, regarding the information and complexity in a multi-scale complex system?
Extraction of dynamic representations appearing at multiple scales of aggregation.
These representations allow for the discovery of the scales where phase transition-type of events occur in the
data, as well as tracking the emergent behaviour through stable regions. The utility of multiscale
representations in analysis is apparent by their ubiquity (wavelets, fractional cascades, etc.) In particular, we
will focus on three types of multiscale representations (a) semantic, (b) temporal, and (c) graph based:
 Semantic multiscale representations will be derived from the text representations augmented with
hierarchical ontological knowledge (for example, Cyc and Open Directory). This will allow the plain
textual data to be mapped into a hierarchical conceptual space. This gives a natural representation of
increasingly general concepts and relations, allowing for the use of information processing
techniques. The hierarchy encoded in the corresponding ontology can help determine the most
suitable abstraction for a given analytic problem (e.g. different levels can correlate with different
signals from the observed environment). The use of tree-like hierarchies allows for the efficient
aggregation of local scale events in a coherent way [86]. Furthermore, such conceptual
representations will be used with logic or probabilistic reasoning systems to derive new fragments of
information not being explicitly observed within the text, hence filling in parts of the signal which
may be missing, making the full behavioural structure of the data clear. For the reasoning, we will
use the system Cyc with the largest existing common-sense knowledge base.
 Temporal multiscale representations [87] are necessary to observe emergent events. Multiscale
behaviour in the time domain has been widely observed, although perhaps the most well-known
examples come from chaos theory [88]. In nature, just as the atomic interactions occur orders of
magnitude shorter scale as protein interactions, small events in Social Media in the shorter term can
accumulate into a profound, long lasting event. The representation will be derived from the vectorbased and the dynamic graph-based representations of content streams and social media. The goal is
to transform extracted data into multiple interlinked temporal resolutions allowing flexible and
efficient transitions across the levels. Depending on the target problems to be solved, the most
suitable combination of levels can then be selected, much like large coefficients are selected in
applications of classical frequency transforms. Such a representation will homogenize the data in the
temporal dimension. The key approaches towards such a representation will be density based (for
streams of vectors) and graph summarization (for dynamic networks).
 Graph multiscale representations of content streams will be built upon static and (dynamic)graphs
extracted from text corpora and social media which allows for the aggregation of information on
multiple levels. Extracting graph summaries and simplified graphs is currently a hot topic of study
for data analysis [89]. The goal is to extend these and other techniques for graph summarization
based on various forms of segmentation/clustering to re-represent networks at different resolutions.
To process the graphs we used and further extend software library SNAP (co-developed by Stanford
and Jozef Stefan Institute), which allows dealing very large networks (in the range of billion nodes).
These three modalities are not orthogonal and contain correlated information, with the strength of these
interactions changing over the different scales. These interactions must be taken into account in order to
obtain the complete picture of the behavioural dynamics of the systems. Therefore, we will develop a hybrid
approach for multiscale representations combining all three of the above multiscale representations. In such a
scenario, the content and social media streams of data would get compressed into the most suitable
combination of semantic, temporal and network resolutions to allow for the study of the underlying system.
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4.6

Network sampling

4.6.1

Current state of the art

Graph sampling is essential for efficient processing and analysis of large networks. We are often forced to
pursue approximate results based on processing only one or more subsets of the graph. To ensure those are
representative, we could aim for a sample where individual node and edge attributes, if any, are distributed
similarly as in the full dataset; this requirement is present everywhere in statistics and is well understood. But
in addition to that, we wish to retain the structural properties of the full graph. Just what these “structural
properties” are is an open research question: what statistical features capture the graph structure well, which
ones are the most relevant and should be preserved, and on a related note, which ones are universally
preserved among graphs in a given domain?
Sampling locally visible graphs. There are two common reasons for doing graph sampling. Firstly, the
sheer size of the network might exceed our limited computational resources. This is especially common if we
are deriving nontrivial statistics and/or need to perform the analyses in near real time. Secondly, the graph
might be hidden and its data difficult or expensive to obtain in total; only local views of the graph are
available and even obtaining those implies some cost. Consider the example of a web crawler that wants to
map the entire World Wide Web but can only see a single web page and its outbound links at a time; or a
spammer who, using his viral Facebook app, wants to obtain a copy of the Facebook social network; or a
sociologist that can only observe one person at a time but would like to make conclusions about the global
social network; or an autonomous robot vehicle that needs to map out an unknown building.
Let us first focus on the second kind of problems. Historically, the first to systematically approach graph
sampling was Goodman [96] who wanted to estimate the number of reciprocal “top t friends” links between
the average person and his friends. He proposed snowball sampling, where we start with a random person
and then iteratively extend the sample with k random friends of people added in the last iteration, and derived
some theoretical guarantees for his sample statistic estimated on such a sample.
The topic of sampling graphs with only local visibility was most actively researched in the context of web
crawlers; see e.g. [97] for a discussion. Not surprisingly, what works very well in this setting is the random
surfer model: we start from a random node and then, arbitrarily many times, either move to one of the
current node's neighbors with probability p or jump to the start node with probability 1 – p. The sample
consists of the nodes and edges visited this way. This provides a sample that is biased towards high-degree
nodes, which might even be desired as the degree tends to correlate with node importance. If we wish to
sample the nodes uniformly, appropriate reweighting is easy to do after a completed random walk.
Alternatively, we can use the very similar Metropolis-Hastings random walk which directly results in a
uniform sample. In addition, random walks are efficient and are therefore still the method of choice today
[95].
As the model is simple, it also lends itself relatively well to adaptations. For example, [94] discusses
sampling in graphs with multiple types of edges, a scenario easily encountered in social networks (e.g.
“being friends”, “having shared a message”, “belonging to a common user group”, …). [100] improves the
performance when we only wish to sample from a (yet unindentified) subset of nodes with a specific
property.
Sampling globally visible graphs. When the whole graph is known and easily accessible, but merely
unwieldy to process in its entirety, additional sampling methods are known to perform reasonably well. [101]
made the first overview of methods and, more importantly, proposed a number of both local and global
features that can be used to measure the sample's quality. Some examples from their paper and others:





in- and out-degree distributions over nodes;
the distribution of the number of nodes separated by at most h hops for all h;
the effective diameter, i.e. the 90th percentile of shortest path lengths;
the frequency distribution of network motifs of size 3, 4 and 5;
Page 18 of (29)

Deliverable D4.2



PlanetData

the clustering coefficient distribution over node degrees; the clustering coefficient is a measure of the
local density of the graph.

Of the several seminal methods evaluated in this paper, the trivial ones (uniformly random node sampling,
uniformly random edge sampling) were shown to not preserve graph properties well. The best performing
methods were the forest fire model [102] and the random surfer model, just as in the case with only locally
observable graphs.
These methods were later expanded on by several authors, though often in a more specific setting. A result
that convincingly shows better performance was obtained by [98]. Their method works by directly
optimizing the difference in statistics between the full graph and its sample. They start with a uniformly
random subgraph and then iteratively improve it in an MCMC fashion (one node at a time) in combination
with simulated annealing.
Evaluation. As the task of graph sampling is relatively new and the notion of a good sample is applicationdependent, evaluation techniques are not very standardized. However, it is almost universal that authors try
to measure how well their sampling method maintains some chosen graph statistic(s) with respect to the full
graph, notably the node degree distribution. It has been discovered by Barabási [91] and later confirmed by
many others that many technological, social, and biological networks follow the power law distribution. In
other words, if P(k) is the probability of a node having degree k, then P(ak)/P(k) is independent of k; for this
reason, such graphs are also called scale-free. The fact that BFS or snowball sampling does not preserve this
property was first noted surprisingly recently by [104].
For an eyeball estimate on the quality of results we can expect from graph sampling, we refer to [101]: for
each of the graph statistics they observe, they compute the maximal discrepancy |S'(x) – S(x)| between the
statistic's distribution S in the full graph and S' in the sample. For a 25% sample, the discrepancy is below
0.20 for most of the statistics.
Dynamic Networks. As graphs observed in the real world tend to evolve through time, sampling dynamic
graphs is another active research topic. Of particular interest is the study of propagation of a phenomenon —
a piece of information, a virus, a structural change — across the network. [92] provides a good and very
recent overview of related work, though it does not focus on sampling only.
[101] already identified several temporal characteristics of evolving graphs and included them in the
evaluation of sampling methods; these ideas are further expanded in [102]. They also identified two separate
sampling tasks: one where you want the sample to be a “small copy” of the original and one where you aim
to obtain a sample that look like the original used to look back when it was that small; however, a necessary
assumption was that the entire “final” graph is known. Recently, [90] proposed an online sampling method
suitable for real-time sampling of highly dynamic networks and markedly improved the forest fire model
baseline. They do assume the network only grows, never shrinks. The method iteratively adds vertices to the
sample, remembering the (simulated) time at which each node was added. In the end, the sampled vertices
are connected with all the possible edges that were created in the full graph after the time at which both
endpoint vertices were sampled.
Single-property oriented sampling. The methods discussed above mainly try to create a sample that
emulates the full graph in several metrics at once, thus having to strike a compromises in accuracy but
providing results that are more “interpretable” and “representative”. The objective is however often quite
different when designing graph-theoretic algorithms — in those cases, we focus exclusively on
(approximately) maintaining a single property, e.g. the min-cut weight or the minimum spanning tree cost.
To illustrate the contrast with papers discussed so far, consider [105]: to find network motifs in the full
graph, they first search for motifs in smaller subgraphs. The subgraphs however are obtained with a variant
of BFS, which wrecks all the graph properties discussed before — except the network motifs. Graph
sparsification is another sampling-based family of techniques that “destroys” the structure for a good purpose
(Eppstein 1997, Spielman 2008); in this case, only edges get removed, leaving a sample with all the nodes
but only O(n logc n) edges.
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In several of these stochastic algorithms, the main idea is, very broadly speaking, to solve the initial problem
on several (perhaps carefully chosen) subsamples of the graph and then combine the results somehow.
Alternatively, some approaches first sample the full graph, easily solve the initial problem on the subsample
and then show that the solution need not, with high probability, be changed much in order to obtain the
solution for the full graph.
Randomized algorithms based on graph sampling have had a lot of success recently; Karger's PhD thesis [99]
is a small culmination, describing several fast and simple novel algorithms. As a somewhat famous example,
the min-cut can be computed by iteratively and randomly collapsing graph edges until a single edge remains.
Because the min-cut contains few edges, it will remain untouched with a reasonable probability until the very
end and the two sets of points described by the two endpoints of the final edge are the min-cut. Rerun the
algorithm several times and keep the best min-cut obtained this way.
Wavelets on Graphs. Just as sparsification changes the structure of a graph while preserving certain
properties, wavelets on graphs [89] represent a harmonic approach to building smaller graphs. It defines an
operator based on an elliptical differential operator, namely the diffusion map (or the related heat operator),
and constructs a smaller graph whose operator norm is close to the original graph. By iterating this
construction, it is possible to define wavelets on the graph and construct a multiscale representation of the
graph.
Persistent Homology. Persistent homology was introduced in [108][109] and is an invariant from algebraic
topology which is used in various forms in many areas of computer science (especially connected
components in graph theory). The advantage of homology is that it can detect higher dimensional features
such as holes and voids in continuous spaces. For graphs, we can construct proxies to approximate higher
dimensional connectivity (called flag complexes) so that we can use homology to detect large features (e.g. a
long cycle in the graph). Persistent homology gives a notion of scale to these features, allowing us to look at
a sequence of graphs, or rather the graph at sequence of scales simultaneously. This make it possible infer
the correct scale from the data. Furthermore, it is stable, so for a range of scale, we will compute the same
structure, or put another way, the correct structure will be persistent. Persistent homology has found
numerous applications based on graphs: to verify whether a sensor network has full coverage of a region
[110][111], a variety of problems in networks [112], shape analysis [113], clustering [114], segmentation
[115], and protein docking [116].
4.6.2

Progressing beyond the state of the art



An extension of the state-of-the-art on network sampling would be to consider not only the structure
of networks and their changing structure over time in an online model. While dynamic networks
have been studied, subsampling or extracting simpler representation while taking the temporal
domain into account is novel.



Similarly, doing this in an online model is something which has not been looked at. To accomplish
this, one could build on existing techniques as well as explore new directions for sampling based on
vertex sparsification, graph wavelets and persistent homology, all of which capture the overall
structure of a graph in different ways.

4.7

Network evolution

4.7.1

Current state of the art

As we saw earlier, networks are often used to model a set of entities from the problem domain together with
some relationship between those entities. In many domains, these entities and relationships change over time;
therefore the network itself also changes, leading to the concept of an evolving network, also known as a
temporal network (or graph), time-varying graph [92], or volatile graph [124]. In an evolving infrastructural
network, anomalies can occur in the form of disruptions and delays, the removal of nodes and edges, or, on
the other hand, the appearance of new nodes and edges which present new opportunities for connectivity in
the network. To be able to detect and handle such anomalies, many concepts and algorithms related to
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communications in a network, routing, information propagation etc. — such as paths, reachability, distance,
diameter, connected components, or PageRank — can be adapted to the context of an evolving, changing
network. The same concepts are also relevant in the study of evolving networks arising from patterns of
social communication such as the web, blogs, social networks, phone and e-mail communications, and so on.
Network evolution also plays a prominent role in stochastic graph models, many of which try to model a
random graph with similar characteristics as real-world social graphs by involving a stochastic generative
process which gradually builds or evolves the network over time. Examples include the preferential
attachment model [117][118], the small-world model [120], the community guided attachment model
[119][119] and the forest fire model [105].
One of the patterns exhibited by many real-world networks during their evolution is known as densification
[102]: as the network grows, the average degree of its vertices increases; thus the network becomes denser
with time and the number of edges grows superlinearly in the number of nodes. A related phenomenon is
diameter shrinkage, in which the diameter of the graph (maximum length of a shortest path between two
vertices) often tends to decrease slowly, due to the increasingly good connectivity of the graph, rather than
increasing as we might expect (due to the fact that the number of vertices is growing) [102].
There has also been work on how to compute PageRank in the context of an evolving graph [122],
sometimes with the additional constraing that the graph is at any time only partly known to the
computational process [121]. [123] has studied the problem of frequent subgraph mining in an evolving
network.
An example of evolving network analysis that is very close to the problem of trend detection is the analysis
of community evolution. This has been studied by [125], who developed decision-tree models for (1)
predicting whether a user will join a community based on structural features such as the percentage of friends
(i.e. neighboring nodes in the network) that are already part of that community, or the density of connections
between those friends; and (2) predicting whether a community will grow significantly in the near future,
based on structural features such as the size of the community's “fringe” (number of non-members of the
community that have at least one friend in the community) relative to the size of the community itself. They
identified “movement bursts” in which a number of users moved from one community to another within a
short time frame.
A different approach to community evolution has been described in [128], which identified communities by
clustering blog posts, and used the concept of temporal smoothness to make the clusters more stable through
time.
[129] introduced a distinction between two types of community growth: diffusion growth, in which a user
joins the community because of their connection to one or more existing members of the community, and
non-diffusion growth, in which the user joins the community because of some feature of the community
itself. They developed models that predict community growth and longevity based on a small set of structural
features.
Another example of network evolution analysis has been based on latent semantic subspaces. [127] have
described an approach in which each vertex is represented as a point in a “latent space”; these points have a
probability of moving from one time step to another, and they have a probability of establishing edges
depending on the distance betwen two points. A HMM-like approach is then used to estimate the coordinates
of the points in latent space.
More recently, [124] described an integrated multi-level approach to anomaly detection in evolving
networks. Their approach computes a number of metrics (global, community, and local ones) with several
analysis techniques to identify anomalous changes in these metrics.

Page 21 of (29)

PlanetData

4.7.2

Deliverable D4.2

Progressing beyond the state of the art

Some of the interesting and important directions for progress beyond the state of the art in network evolution
are:
 Develop distributed algorithms for network evolution, which would enable the real-time analysis of
larger networks than hitherto [92].
 Optimization problems arising from network evolution. In some situations one has a degree of
control over certain parameters of the network; this leads to the question of how to choose those
parameters with a view of ensuring that the resulting network will have certain properties or satisfy
certain constraints [92].
 Study the computation of PageRank and similar measures under different models of graph evolution
[121].
 Extend the established graphical models for the evolution of topics over time in textual time series
[126] with network-related features.
 Visualization. A suitable visualization method could potentially help the users understand the
evolution of their network at a better level, but many of the established graph visualization methods
are unsuitable for large complex networks that usually occur in network evolution problems.
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Conclusions

We presented an overview of trend and anomaly detection on unstructured data, with an emphasis on text
and network data, and discussed the state-of-the-art and directions of future work for several areas related to
trend and anomaly detection on unstructured data: text processing of informal documents, online learning,
adaptive data summarization, complex event processing, social media management, network sampling, and
network evolution.
Trend and anomaly detection is the process of discovering patterns in the data that do not conform to normal
or expected behaviour of the data stream; the main difference between the two is that a trend is not merely an
aberration from normal behaviour but an actual change in what normal behaviour is. Non-structured or
unstructured data is data that doesn’t conform to an explicit and well-defined formal data model with
relations, attributes etc. This includes textual data, multimedia data (images, video), and networks.
Trend and anomaly detection draw upon techniques from several related disciplines, such as machine
learning, data mining, text mining, statistics and information theory, natural language processing, etc. The
approaches to trend and anomaly detection involve classification, clustering, nearest-neighbour approaches,
statistical and information-theoretic approaches, and spectral methods. Applications of trend and anomaly
detection can be found in numerous areas, such as sensor networks, cyber-intrusion detection, fraud
detection, medicine, fault detection (in networks, manufacturing, etc.), image processing, sensor networks,
topic detection (from news feeds) etc.
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